Chapter 1: roadmap

1.1 What /sthe Internet?
1.2 Network edge

Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
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1.6 Networks under attack: security

1.7 History
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o
Protocol "Layers" 1 € [E &k
Networks are "complex”!
A IE R ER
Q many “pieces” : Question:
+» hosts

< routers

< links of various
media

+ applications
<+ protocols
+» hardware, software

Is there any hope of
organizing structure of
network?

Or at least our discussion
of networks?
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Organization of air travel
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Layering of airline functionality

L

ticket (purchase) ticket (complain) ticket
baggage (check) baggage (claim baggage
gates (load) gates (unload) gate
runway (takeoff) runway (land) takeoff/landing
airplane routing airplane routing airplane routing airplane routing airplane routing
departure intermediate air-traffic arrival
airport control centers airport

Layers each layer implements a service

AR IR R —TE AR %5

R V|a |ts own internal-layer actions

EXBARTREEFE (BINER - FH#)

< relying on services provided by layer below
e P O e Do iass P 1Y
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Why layering? B1TEZ 04K ?

Dealing with complex systems:

Q explicit structure allows identification, relationship
of complex system’ s pieces L& #:
+ layered reference model for discussion

a modularization eases maintenance, updating of
system Z R4 KEM ARG

+ change of implementation of layer’ s service
transparent to rest of system REEFHFEEZF F
& 4R

+ €.g., change in gate procedure doesn’ t affect
rest of system
2 layering considered harmful? D42 & B EHE ?
» ZE8AE - B ARG
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ISO/OSI reference model
[SO/OSI £Z =8

a ISO - International Organization for
Standardization

a OSI - Open System Interconnection

Q Application fEFHEZ: supporting network
applications
s FTP, SMTP, HTTP

Q Presentation®3%/Z: allow applications
to interpret meaning of data, e.q.,
encryption, compression, machine-
specific conventions

Q Session E5%/E: synchronization,
checkpointing, recovery of data
exchange

application

presentation

session

transport

network

link

physical

Introduction 1-6



ISO/OSI reference model
[SO/OSI £Z =8

Q Transport E#ifE: process-process data
transfer
« TCP, UDP
QO Network #gF5fE: routing of datagrams
from source to destination
+ IP, routing protocols

a Link ##4%5/2Z: data transfer between
neighboring network elements
< PPP, Ethernet

Q Physical E32/Z: bits “on the wire”

application

presentation

session

transport

network

link

physical
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ISO/OSI reference model
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ISO/OSI reference model

= O ==

Physical Layer E 52t

Q Unit of transmission: bit

a Concerned with transmitting raw bits
over a communication channel

B 5T —(Ebit (E &S
0 Deal with
+ Mechanical
+ Electrical
+ Procedural interface
+ Physical transmission medium

application

presentation

session

transport

network

link

physical
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[ISO/OSI reference model
(Data) Link Layer &4 /&

2 Unit of transmission: Frame

0 data transfer between neighboring
network elements
B2 Elink =E&iFrame(FRAE)
a Deal with
« Collision Bz
- Error Control $&321%H|
FIow Control /it =&

a Multiple Access Protocol
= ALOHA
+ Slotted ALOHA
+ CSMA/CD (Ethernet)

application

presentation

session

transport

network

link

physical
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ISO/OSI reference model

Network Layer A& /&

2 Unit of transmission: Packet

A Deal with:
+ Routing SKEK
+ Congestion control #EZEIEH|
+ Addressing E it

a Routing protocol:
< Distance vector
< Link state

application

presentation

session

transport

network

link

physical
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ISO/OSI reference model

Transport Layer [E&i/E

d Process-to-Process

a Deal with:
» The type of service JRTERFEELIRE
» Flow control =14l

Q Connection oriented service

BAn S0 RS
+ Handshaking first
+ Quality Guaranteed

Q Connectionless service
,H\L,.DHW‘
+ No handshaking
+ Best-effort

application

presentation

session

Transport

network

link

physical
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[ISO/OSI reference model
Session Layer EH:&/E

a Session-to-session

a Deal with:
+~ Manage dialogue control JREH I UEER
o Traffic to go in both directions
« Only one direction at a time

+ Token management
« Who get the token

+ Synchronization B

application

presentation

session

transport

network

link

physical
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[ISO/OSI reference model
Presentation Layer Z3IE/E

AQ Encoding

« From natural language to binary code
g ARAZNEIRMNEREBRbinary code

application

presentation

session

transport

network

link

physical
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ISO/OSI reference model

Application Layer FEAE

a Defined by user application
= HTTP
+ FTP presentation
» Emai session
« P2P
< Skype Tr'CmSpor"I'
= DNS hetwork

link
Q MITERARERN physical
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Internet protocol stack
A8 Pt 2R S 17 I T 2=

Q Application fEFHE: supporting network
applications
s FTP, SMTP, HTTP

Q Transport &%i/Z: process-process data | transport
transfer

application

<« TCP, UDP ne‘rwor'k
QO Network #gE5E: routing of datagrams
from source to destination link
+ IP, routing protocols
0 Link #245/Z: data transfer between physical

neighboring network elements
+ PPP, Ethernet

Q Physical E#S/E: bits “on the wire” |
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[ISO/0SI reference model
[SO/OSI £Z =8

QO PresentationfEIRE@ & Session Z&/= application
7 . . n |
2 Internet stacI.< missing these layers! presentation
+ these services, /f needed must be -
implemented in application Session
+ needed? transport
network
link
physical
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Encapsulatlon

all /S 3 2%

message | M | |appli¢ation
segment |Hy M trangport
datagram|H, Hy| M netyork
frame |[Hj|H, Hy M limk
physical
link
hysical
pny I I
switch
destination HH;| M ||[mefwork
M pplication H)[Hy Hy] M “”!‘ Ho Hy] M
Hy M | |frransport physical @
Ho Hil M network
AR A M ink router
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fmraEmn

a Circuit-switching vs. Packet switching
The way the network works

a Connection-oriented vs. Connectionless
The service transport layer provides

a TCPvs. UDP

The protocol in transport layers
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Chapter 1: roadmap

1.1 What /sthe Internet?
1.2 Network edge

Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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Network Security %L £

Q attacks on Internet infrastructure:

WERREEZE

+ infecting/attacking hosts: malware, spyware, worms,
unauthorized access (data stealing, user accounts)

+ denial of service (DOS): deny access to resources (servers,
link bandwidth)

Q Internet not originally designed with (much)
security in mind

« original vision."a group of mutually trusting users
attached to a transparent network” ©
RAMRES " —EBAENAEZEE—(EERARE"

+ Internet protocol designers playing “catch-up ( Z&#/)\
1@ ) "
+ Security considerations in all layers!
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What can bad quys do: malware? 2= 8l fs

Q Spyware: B ERES QO Worm: %22
» Usually distributed as a + Can enter a device without
Trojan horse F&FRFEH any explicit user interaction
<+ infection by downloading « infection by passively
web page with spyware receiving object that gets

+ records keystrokes, web itself exeFutgd
sites visited, upload info to self- replicating: propagates
collection site to other hosts, users

/7
0’0

. \ = ; .
| V| I Sapphire Worm: aggregate scans/sec
us rﬁ_ 7 in first 5 minutes of outbreak (CAIDA, UWisc data)

Y

+» Require some form of user
Interaction

<+ infection by receiving object
(e.g., e-mail attachment),
actively executing

+ self-replicating: propagate
itself to other hosts, users N

Minutes After the Initial Outbreak 22

o0 L
[==] =

|
[

of Packets Per Second

M
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Denial of service (DoS) attacks AR 7% FH X Z&

0 attackers make resources (server, bandwidth)
unavailable to legitimate traffic by overwhelming
resource with bogus traffic

Q Three types of DoS attacks:

« Vulnerability attack - attack a vulnerable application or OS
+» Bandwidth flooding

« Connection flooding

Distributed Dos (DDos) attack:

1. selecttarget

2. break into hosts around
the network (see
malware)

3. send packets toward target
from compromised hosts
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Sniff modify, delete your packets

mis 2o MRS
Pa Ckez‘ sniffing:

+ broadcast media (shared Ethernet, wireless)

< promiscuous network interface reads/records all
nackets (e.g., including passwords!) passing by

‘src:B : ayload I
SO - @ B

+ Ethereal software used for end-of-chapter labs
s a (free) packet-sniffer

+ more on modification, deletion later
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Masquerade as you &3S

A /P spoofing. send packet with false source address

—

<«—SIC:B

dest:A

payload

=
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Masqguerade as you

A /P spoofing. send packet with false source address
Q record-and-playback: sniff sensitive info (e.g.,
password), and use later

+ password holder /sthat user from system point of
view

AL

dest:A| [user: B; password: foo

e
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Masqguerade as you

A /P spoofing. send packet with false source address
Q record-and-playback: sniff sensitive info (e.g.,
password), and use later

+ password holder /sthat user from system point of
view

AL

:Bldest:A| |user: B; password: foo

e
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Chapter 1: roadmap

1.1 What /sthe Internet?
1.2 Network edge

Q end systems, access networks, links

1.3 Network core
Q circuit switching, packet switching, network structure

1.4 Delay, loss and throughput in packet-switched
networks

1.5 Protocol layers, service models
1.6 Networks under attack: security
1.7 History
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Internet History #F& 48 55 BV FE S
1961-1972: Early packet-switching principles

0 1961: Kleinrock - Q 1972
queueing theory shows + ARPAnet public demonstration
effgctlyeness of packet- %+ NCP (Network Control Protocol)
switching

first host-host protocol
<+ first e-mail program
+» ARPAnNet has 15 nodes

O 1964: Baran - packet-
switching in military nets
a 1967: ARPAnet conceived

by Advanced Research
Projects Agency

O 1969: first ARPAnet node
operational

THE ARPA NETWORK Introduction 1-29



Internet History

1972-1980: Internetworking, new and proprietary nets

1970: ALOHANnNet satellite
network in Hawaii

1974: Cerf and Kahn -
architecture for
interconnecting networks

1976: Ethernet at Xerox PARC

ate70's: proprietary
architectures: DECnet, SNA,
XNA

late 70's: switching fixed
length packets (ATM
precursor)

1979: ARPAnet has 200 nodes

Cerf and Kahn's internetworking
principles:
< minimalism, autonomy -
no internal changes
required to interconnect
networks

» best effort service model
< stateless routers
< decentralized control

define today's Internet
architecture

Introduction
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Internet History

1980-1990: new protocols, a proliferation of networks

a 1983: deployment of Q new national

TCP/IP networks: Csnet,

0 1982: smtp e-mail BITnet, NSFnet, Minitel
protocol defined 2 100,000 hosts

0 1983: DNS defined for connected to
name-to-IP-address confederation of
translation networks

Q 1985: ftp protocol
defined

a 1988: TCP congestion
control
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Internet History
1990, 2000s: commercialization, the Web, new apps

Q Early 1990's: ARPANet Late 1990's - 2000's:
decommlss.loned o 0 more killer apps: instant
O 1991: NSF lifts restrictions on messaging, P2P file sharing

commercial use of NSFnet
(decommissioned, 1995)

Q early 1990s: Web million+ users

« hypertext [Bush 1945, Nelson Q backbone links running at
1960's] Gbps

« HTML, HTTP: Berners-Lee
+» 1994: Mosaic, later Netscape

< late 1990's:
commercialization of the Web

O network security to forefront
a est. 50 million host, 100
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Internet History

2007:
a ~500 million hosts
Q Voice, Video over IP

Q P2P applications: BitTorrent
(file sharing) Skype (VoIP),
PPLive (video)

Q more applications: YouTube,
gaming
a wireless, mobility
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Introduction: Summary

Covered a “ton" of material!
d Internet overview
a what's a protocol?

a network edge, core, access
network

+ packet-switching versus
circuit-switching
« Internet structure

a performance: loss, delay,
throughput

a layering, service models
Q security
Q history

You now have:

O context, overview,

|II

“fee

of networking

Q more depth, detail to

follow!
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